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Online platforms, such as social media, are socio-technical environments in which the reciprocal interactions and mutual shaping 

occurring among platforms, users and society stems from the design, function and use of these digital tools. The application of a 

socio-technical approach allows for a comprehensive understanding of the unanticipated use of platforms in the dissemination of 

misinformation. A more holistic understanding can assist in the design and evaluation of platforms and their features in order to 

help identify, prevent or mitigate unanticipated uses, like the dissemination of misinformation. 
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1 INTRODUCTION 

If we can detect software errors through design, testing and evaluation, then why wasn't the use of platforms to 

disseminate misinformation, particularly at scale, anticipated during the design and development phases? In my 

research, I apply a socio-technical approach to examining online platforms and the widespread dissemination of 

misinformation. A socio-technical approach allows for obtaining a holistic understanding of the issue, which can 

assist in the design and evaluation of platforms and their features or help identify and mitigate unanticipated uses, 

like the dissemination of misinformation1. My work draws on real-world examples of misinformation 

dissemination, as empirical evidence of how platforms (including social media (SM) and social networks (SNs)) 

afford this unanticipated use, as well as the actions taken to address this phenomenon. 

Platforms are complex, multilayered and analytically messy [1]. They possess unique qualities that distinguish 

them from other technologies and afford the dissemination of misinformation. Platforms, especially SM or SNs, are 

socio-technical environments in which the reciprocal interactions and mutual shaping occurring among platforms, 

users and society, stems from their design, function, use and effects. The application of narrow, linear 

interpretations, or an approach that is predominantly technologically- or human-centered, provides only part of 

the picture of these socio-technical environments, which can lead to misleading conclusions [1]. Therefore, a holistic 

accounting for the technological, human and social aspects at play in these socio-technical environments is 

necessary when addressing their use in the spread of misinformation. 

2 ISSUE 

"We never intended or anticipated this functionality being used this way – and that is on us. 

And we did not find it ourselves – and that is also on us" [2]. 

                                                           
* Permission to make digital or hard copies of part or all of this work for personal or classroom use is granted provided that copies are not made or 
distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for all other uses, 
contact the owner/author. © 2021 Copyright held by the owner/author.  
1 The word 'misinformation' is used here as catchall phrase and, since proving intent is beyond the scope of the study, it encapsulates notions 

disinformation (which requires intent), hate, 'fake news', or any type of information that is misleading or not true, regardless of whether it is intentional. 
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The above quote from Sheryl Sandberg, Facebook's chief operating officer, is in response to the unanticipated use 

of the platform to spread misinformation, racism and hate [2, 3]. Others have also observed the use of platforms in 

ways that were not intended, such as in activism [4]. In light of this, unanticipated use is the use of platforms in 

ways that were not intended, anticipated, uncovered and addressed during the design and development stages. 

Unanticipated uses, like the dissemination of misinformation, are also not noted as intended forms of use in public 

documents, discussions or statements made by the representatives of platform organizations. 

The question of why unanticipated uses are not anticipated or uncovered during the development of these 

platforms or their features presents an enigma, especially when common design and evaluation objectives involve 

anticipating types of use, or preventing and correcting unintended errors during users' interactions with 

technological systems [5, 6, 7, 8]. One reason may be that typical notions of unintended system behaviour or use, 

often classified as errors, do not speak to the unanticipated use of SM, SNs, or similar platforms. 

3 BACKGROUND 

Debates over the broad spread of misinformation online became heightened during the 2016 presidential 

campaigns in the United States (U.S.). With misinformation affecting democracies, elections, public health, and 

various sectors of society, it is now, in itself, a global pandemic. The spread of misinformation continued throughout 

the 2020 presidential campaigns and elections in the U.S., during the coronavirus disease (COVID-19) health crisis, 

and remains a challenge to this day. Further, because the function, use and effects of platforms are not necessarily 

confined to the platforms from which they originate or that are used to promote misinformation, the spread of 

misinformation online achieves a scale that reaches into the off-line world and produces consequences, like people 

believing that COVID-19 does not exist. 

Over the years, platform organizations have struggled to locate ways to eliminate the use of their platforms in 

spreading misinformation. For example, Facebook's ongoing struggle to effectively address the unanticipated use 

of its platform in the dissemination of misinformation includes replacing humans with algorithms, which proved 

ineffective in detecting misinformation [9], adding human censors, and combining the use of algorithms and 

humans to detect misinformation and hate speech [10, 11]. 

During his testimony before the U.S. Congress to discuss, among other things, Facebook's role in the spread of 

misinformation, Mark Zuckerberg, Facebook's chief executive officer, admitted that the company's focus on "making 

sure we built good tools" superseded ensuring those tools were used for good [12]. He also revealed plans to 

increase the development of artificial intelligence (AI) to eradicating misinformation [12, 13]. However, this plan 

assumes a techno-fundamentalist stance that advocates the development of increasingly more technology as a 

solution to a socio-technical problem. Such approaches has long been seen as problematic [14] and do not appear 

to go far enough in balancing the intertwined technological, human and social dynamics when accounting for the 

design, use and effects of platforms in the dissemination of misinformation. 

The unanticipated use of platforms in the dissemination of misinformation is a wicked problem [15, 16, 17] in 

that it involves current technologies, is complex, widespread, and solutions are not simple [18] – or easily found. In 

addition, such problems can be seen as opportunities or threats, and can have global outcomes if not attended to 

[18]. Mumford [16, 19] calls for the use of socio-technical approaches in addressing such problems. Although she 

points to some legal offences in her discussions [16], the use of platforms to widely disseminate misinformation fits 

the description of a wicked problem – and in some cases blurs or cross legal lines. 
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4 A SOCIO-TECHNICAL APPROACH 

When it comes to addressing the use of platforms in the dissemination of misinformation, the driving socio-

technical principle to improve the quality of life [14, 20, 21] prioritizes solutions that achieve harmony among 

technology, users, and society. For instance, the Effective Technical and Human Implementation of Computer-based 

Systems (ETHICS) is a socio-technical system design method that focuses on the design of technological systems 

while ensuring that their design, evaluation and implementation improves organizational or work environments, 

and enhance employees' satisfaction and quality of work life [19, 22, 23]. As denoted by the acronym, an ethical 

foundation underlies this approach. Even the International Organization for Standardization (ISO) now recognizes 

the need to address social responsibility at all levels of an organization, including its products, services, and 

technologies [24]. A socio-technical approach aims for this balance by directing focus to the technological, human 

and social composition of platforms and the contexts in which they operate, as well as how issues are viewed, 

methodologically interrogated and solved. 

In my research, I focus on the dissemination of misinformation as an example of platform unanticipated use, as 

opposed to other unanticipated uses like use of the wallstreetbets subreddit in retail trading, or the development 

and use of the hashtag, which can be viewed as a neutral unanticipated use. This is because the dissemination of 

misinformation is an adverse use that not only forces platform organizations to adapt and evolve in attempting to 

locate solutions, but also provides a powerful lesson in what can occur when design and evaluation processes do 

not make room for anticipating and addressing the broader implications of the function and use of these systems. 

As in the case of misinformation dissemination, such lessons are remarkably evident once these socio-technical 

systems integrate and coalesce within the larger ecosystem and society. 

To obtain a holistic view of the use of platforms in disseminating misinformation, I employ socio-technical and 

affordance concepts in identifying and interrogating the networks of platforms and their features that underlie 

instances of misinformation and encourage their dissemination. Extending the notion of affordance allows for 

analyzing the affordances provided by platform features, both individually and in aggregate. This analysis also 

includes discretionary use – a quality that distinguishes these platforms from technologies that only allow non-

discretionary use. At the micro-level, this process involves identifying, tracing and mapping the use of platform 

features and their affordances. At the macro-level, the process entails uncovering and examining, in aggregate, the 

network of features, affordances and uses that extends into the surrounding ecosystem and, ultimately, sectors of 

society. 

In keeping with the socio-technical move from micro- to macro-level analysis [20], the dynamics related to these 

processes and the changes to platforms are taken into account. This involves identifying a series of platform changes 

implemented to counter the dissemination of misinformation, and assessing the implications and effect of these 

platform changes. Next, is drawing a contrast to determine the fit between platform changes and what was learned 

from examining the function, use, and underlying structure of the instances of misinformation. 

One reason for integrating micro- and macro-level analyses is to widen our lens on the issue in order to increase 

our understanding of the role of platforms in disseminating misinformation, which can lead to solutions. The ability 

to access and draw on a range of diverse, yet relevant, knowledge and skills when dealing with the use of platforms 

to spread misinformation can increase the choices available to tackle the problem. Having access to an increase in 

the number of possible solutions from which to choose can also increase the chances of being able to manage or 

solve the problem. This perspective is related to the notion of requisite variety, which requires a reliance on diverse 

knowledge and multidisciplinary skills to effectively comprehend and deal with complex systems and problems [19, 
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25]. In regards to the unanticipated use of platforms in disseminating misinformation, this may include the 

perspectives, knowledge and experience of diverse users, as well as relevant multidisciplinary skills that designers 

and other specialists bring to the process of designing, evaluating, or locating solutions related to technological use 

and users. Informing the approach used in the study are the concepts mentioned above, in conjunction with 

variance, adaptability and other key socio-technical concepts [26]. 

5 SOCIO-TECHNICAL HEURISTICS 

A set of socio-technical heuristics derived from the analysis and literature will also be proposed and explored later 

on to assess their usefulness in identifying and/or mitigating unanticipated uses, like the dissemination of 

misinformation. As an example of what this might look like, below is an outline of socio-technical heuristics or 

guidelines that are based on key concepts similar to those covered here, as well as in discussions on a range of other 

unanticipated platform use [1]. Key socio-technical concepts comprising the heuristics are in bold. 

 

1. The design and/or evaluation should aim to obtain a holistic view that accounts for actual and potential 

technological, human and social function, use and effects of the platform or its feature(s) (holism). 

2. Design and/or evaluation should identify and consider how the function and use of the platform or pf 

feature(s) is positioned within the platform's environment or the surrounding environments of the 

ecosystem and society (boundaries).  

Identifying the boundaries of operation also assists in establishing the context of examination. 

3. Identify and map the ways in which the platform/feature(s) is connected, including how it interfaces or 

integrates with other components and the larger ecosystem (system open configuration). 

Mapping a platform's configuration helps to identify the potential reach of the function, use and effects 

of a platform/feature(s). This includes the ways in which a platform might permit an unanticipated use, 

how such uses might emerge, and the variance or extent of their associated effects. 

4. Employ a context-specific assessment of the function, use and effects of the platform/feature(s) (context). 

Identifying and establishing the contexts, boundaries, surrounding environments, including sectors of 

society, that might be impacted, assists in uncovering how the multiple layers of platforms interface, 

which makes their complexity more lucid and manageable. 

5. Design and/or evaluation should include a focus on users, and incorporate the participation of diverse 

users and all stakeholders (diversity). 

Gathering input from diverse users and stakeholders is likely to increase the ability to identify issues 

and/or solutions related to the design, function and use of the platform or feature(s) [19, 27]. 

6. Incorporate a diverse range of relevant skills and knowledge in the design and/or evaluation process 

(multidisciplinary skills, requisite variety). 

Requisite variety can help in identifying, anticipating and locating solutions to unanticipated uses. 

7. Design and/or evaluation should account for how the introduction of a new feature or platform can 

influence (or be influenced) by other aspects of the system or surrounding environments (variance). 

Accounting for how a new platform/feature(s) affects or is affected by other aspects of the platform, 

ecosystem or society allows for uncovering the resulting interactions, relations and other dynamics that 

might lead to unanticipated use, behaviours, or changes in these socio-technical environments. 
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8. Aim to identify and anticipate any potential unanticipated emerging behaviors or uses (emergent 

properties). 

This is informed by a combined assessment of information from the previous steps, including the 

context, structure and ways in which the platform/feature(s) is connected to the ecosystem or society. 

9. Design and/or evaluation should be informed by knowledge about the platform's history (changes, 

challenges and effects), including prior forms of unanticipated use (self-regulation/behaviours) and the 

ways in which the system has adapted and evolved over time (adaptive feedback).  

Lessons learned from the challenges, changes and how effective a platform has been at adapting – 

including what worked and didn't work – may not only assist in recognizing the potential for 

unanticipated use, but can also help in locating solutions in cases of adverse use. 

6 CONCLUSION 

In contrast to some other types of technological systems, SM, SNs and related platforms do not operate in a vacuum. 

A socio-technical approach makes room for attaining a more integrated, unified understanding of the function, use 

and effects of platform features and affordances in the dissemination of misinformation. Identifying platform 

changes aimed at eliminating misinformation, their effects and how they reshape or contribute to the evolution of 

platforms, will also help in locating solutions and, thereby, enhance these socio-technical environments and the 

sectors of society in which they operate. In addition, the development of a set of socio-technical heuristics may help 

in identifying, mitigating or preventing adverse unanticipated uses. Likewise, identifying positive unanticipated 

uses can be modelled on to enhance the socio-technical environments of platforms. 
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